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Successful Development of SOX-Compliant IT 
Policies & Procedures 

Old management albatross becomes the new recipe for good 
governance 

 
A White Paper for IT Executives responsible for achieving compliance 
with Sarbanes-Oxley requirements. 

Executive Brief 
Reset your thinking to use policies and procedures to manage your internal 
control commitment and compliance.  This step- by-step approach takes a 
mandated headache and turns it into a tool for long-term success. 
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The Current State 
 “A doorstop.” 
“A seven foot shelf of binders.” 
“The last refuge of the bureaucrats.” 
“Stifling efficiency and creativity.” 
“Useless.” 
 
Sound familiar?  Phrases we all used to describe policies and 
procedures before 2002.  Information Technology (IT) especially 
rejected the need to document anything other than installation notes 
and user requirements.  Who had time?  “Do you want the systems up 
or do you want a publishing department?” 
And when the latest quality or process craze hit, unrelated to running 
the business, Malcolm Baldridge, TQM, ISO, or for some efficiency 
study, the art of fiction, in the form of “thou shalt” statements, captured 
the ideal state through the work of a horde of temps.  The wonderful 
fairy tale where no system ever changed, no emergency ever 
happened, and every single IT employee had at least 50% of his or 
her time set aside to monitor and report on every task, with managers 
just waiting with bated breath to approve it all, was painstakingly 
recorded.  Utopia on paper, obsolete before it hit the printer, let alone 
the hole-punch, to take its rightful place in the wall of binders kept in 
the ivory tower of corporate internal audit. 
Then Sarbanes-Oxley happened. 

SOX Policy & Procedure Requirements for IT 
Fundamentally, Sarbanes-Oxley (SOX) requires that financial reports 
are based on accurate information and that the processes by which 
this information is collected are themselves accurate and controlled. 
(Section 302 and, the now famous, 404).  
With a short detour at the heavily audited financial reports, this 
seemingly simple requirement points straight to IT and its policies and 
procedures.  Every company today relies on its information 
processing systems to execute its business and collect financial data.  
This means that virtually all of the activities performed in IT need 
to be assessed for potential risks to financial results and how 
those risks are mitigated by current controls.  
The current commonly accepted standard for identifying these areas 
of control within IT is COBIT (Control OBjectives for Information 
Technology). Effectively, COBIT has become to IT what GAAP 
(Generally Accepted Accounting Practices) has become to Finance.  
COBIT is only one method of assessing IT controls, but because of its 
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wide adoption by auditors (some of whom co-authored it), COBIT is 
now a standard.   
Exhibit 1 shows the now familiar 34 control objectives comprising 
COBIT. Within these 34, 318 detailed control objectives point to a 
wide range of provable control requirements for IT. 
 

 
Exhibit 1: COBIT Summary Control Objectives 
 

Notice that of the 34 objectives, 25 of them include requirements for 
documentation.   
And why does COBIT point so heavily to IT documentation?   
Because, no matter how old-style management they feel, the 
knowledge and tools in policies and procedures, including their little 
brothers and sisters in the form of standards, work instructions, job 
descriptions and the like, are still the best way to institutionalize a 
single way of doing things.  A single way of doing certain things is a 
direct translation to an internal control, and if you want to assess an 
internal control, hadn’t you better define what it is?   
And there’s the challenge. 

The Rational Dilemma 
In contrast with the old “ideal state” policies and procedures that stood 
as the shining light defining “goodness” that nobody read, the SOX 
initiative has created a “rational dilemma” for IT organizations. Among 
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the requirements for accuracy and accountability, there are two pieces 
of SOX requirements in Section 302 that make ideal state 
documentation a problem: 
o Signing executives have to report on the “effectiveness of the 

(company’s) internal controls”. 

o Signing executives have to disclose “all significant deficiencies in 
the design or operation of internal controls” that could affect the 
financials. 

The net of these requirements is that the discussion of internal 
controls, and policies and procedures that capture what they are 
and how they are implemented TODAY, has to be a real one.  
 
And obviously, in the midst of all this airing of dirty laundry, 
improvements to internal controls and the policies and procedures 
that define them need to be planned and committed to, so that 
someday that ideal state won’t be quite so far away.   
So how does IT management handle the need to be real about 
today but make tomorrow a reality too? 

Compliance versus Commitment 
Striking a documented balance between Compliance with today’s 
existing rules, warts and all, and tomorrow’s Commitment to do better 
is the only way to meet SOX requirements in both the short and 
longer term.  The long-standing poor relationship between operating 
the business and documenting it has left many companies with a 
distant understanding of what has been captured, let alone what is 
actually verifiable.  
Then, looking forward, today’s weaknesses are tomorrow’s control 
deficiencies, and the urge to document, even retroactively, only what 
is verifiable today prevents directional movement.  Exhibit 2 shows the 
different relationships between Compliance and Commitment, and the 
pitfalls of going the wrong way.  
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Exhibit 2: The Commitment versus Compliance Matrix 

Tribal Hope: Low Compliance, Low Commitment   
We do what we’ve always done or what made sense, and we don’t 
have much written down.  What we did document, few know about, 
and it certainly isn’t integrated into how we do business.  The hope is 
in the general knowledge that we’ve been lucky so far.  Inconsistent 
answers, blank looks and shrugged shoulders in response to audit 
questions are not good ways to avoid a qualified financial report or 
worse. 

Nice Story: High Commitment, Low Compliance 
The fairy tale is a good one.  The documentation defines a finely 
tuned organization that runs like clockwork.  Unfortunately, we don’t 
work there.  This too will get the unwelcome attention of the auditors 
since there’s plenty to verify as being absent, showing a lack of 
controlled risk, and potentially leading to financial inaccuracies. 

Planned Journey: Low Commitment, High Compliance   
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While our controls aren’t best-in-class, we do have them captured, 
and we do follow them.  Our today is understood and verifiable.  This, 
combined with a defined roadmap for continuous improvement, 
demonstrates to the auditor that the organization is taking controls 
seriously and is on the right path. 

Today’s Gold: High Commitment, High Compliance 
Our controls are best-in-class, both from how they’re captured and 
implemented, and what they mean for management control.  We 
comply with our high level of commitment.  For this SOX audit, we’re 
in good shape. The roadmap doesn’t freeze, though, because 
environments change from both internal and external sources, and the 
roadmap always points forward. 
 
From an audit perspective, and from a management control 
perspective, priorities are simple.   
It is clearly better to be in compliance with your stated controls, 
no matter where they are, than to have great stated controls that 
no one follows.   
So, the SOX Priority 1 is to improve compliance.  Then and only then, 
SOX Priority 2 kicks in to initiate the roadmap of improvements in 
commitment, keeping compliance high along the way. 

Maturity Model 
In the midst of SOX preparation, many IT leaders have heard about 
the “IT Governance Maturity Model” as a way to evaluate where they 
stand.  How does that fit in?  The red center line through the lower left 
and upper right quadrants shown above in Exhibit 2 reflects the five 
point “IT Governance Maturity Model”: 
0 – Non-Existent 
1 – Initial/Ad hoc 
2 – Repeatable but Intuitive 
3 – Defined Process 
4 – Managed and Measurable 
5 – Optimized  
The key point for SOX compliance is focusing on the right order 
of SOX Priorities 1 and 2, moving from Tribal Hope to a Planned 
Journey through an increase in compliance, and only then on to 
Today’s Gold with higher levels of commitment. 
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SOX Priorities: Getting Compliance in Place, then Following the 
Roadmap 

Compliance is a function of definition and awareness of controls 
that are captured in policies and procedures.  Moving along the 
Compliance axis requires answering a series of questions: 
o What is our current level of commitment? 

o Who needs to be aware of it so they can comply? 

o How do we know that they are? 

 
Then, moving up the Commitment axis, we ask: 
o What new commitments are we prepared to make at this time? 

o What changes to our existing commitment roadmap need to be 
made? 

 
Simple questions, but getting the answers requires following a 
series of steps that achieve the right balance of compliance and 
commitment.   
Exhibit 3 shows the five steps required to get you there. 

Step 1: Defining

Step 2: Writing

Step 3: Publishing

Step 4: Testing

Step 5: Advancing

Successful 
SOX-

Compliant 
IT Policies 

and 
Procedures

 
Exhibit 3: The Management Agility Five Step Process 

 
Step 1: Defining the currently appropriate level of commitment 
for policies and procedures is, in essence, defining where we are on 
the vertical axis.  We have to balance the clear need for controls with 
a realistic assessment of organizational capability to comply with 
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them. Some hard conversations happen here, taking those nice fairy 
tales and boiling them back to actionable commitments.  Some 
organizations take advantage of this opportunity to look forward and 
engineer significant improvements, but only if they believe that they 
can implement real change before the next audit.  For example, 
creating a new Application Quality Assurance organization to 
significantly enhance the Change Control Process could be a 3 to 4 
month improvement initiative, well within an audit schedule threshold. 
 
Step 2: Writing policies and procedures can be a daunting 
challenge. Few IT organizations have either the time or the right staff 
to do this.  The written material has to be engaging enough so that 
intended audiences will read and understand it.  It has to be clear 
enough so that new or transferred employees can read it and know 
what is expected of them without a long training process or relying on 
“tribal” knowledge transfer.  And it must be usable and content-rich 
for ongoing reference and guidance when “how to” or “what’s the right 
way” questions arise.   
Documented policies and procedures also have to address the 
new environment of having a lot of outsiders reading them too.  
From other functions like internal audit delving deeper to auditors with 
finance background, the policies and procedures IT organizations 
produce have to stand up to both usability and reviewability standards 
to mean anything along the compliance axis. 
 
Step 3: Publishing content for use, reference, answers, and 
solutions makes compliance possible. It’s a search engine world, 
where an answer is a Google away. Relying on old thinking about 
documents and pages, whether in paper books and binders or in 
document management systems, stifles use.   Fast access “help” 
systems encourage regular reference to policies, procedures, 
standards and checklists, and leverage the way we all know to go find 
something out these days 
 
Step 4: Testing staff awareness and understanding is one of the 
most critical components of compliance management.  We would 
never dream of not testing a new application, and this is the only way 
to answer the “how do we know that they know” question.  IT has 
many ways to test internal controls on a reactive basis, with system 
logs, incident reports, up-time analysis, but for looking at control 
capability, this is how IT management knows the team is on board 
and can check to make sure that: 
o Employees know where to go to get information. 
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o Once they get there, the information is comprehensible. 

o They understand control requirements and how their activities fit 
in. 

Testing is a mix of marketing and measurement, and at the start 
of a new focus on compliance, a critical step to promote 
adoption and directional progress.   
 
Step 5: Advancing along the commitment roadmap translates to 
progress toward Today’s Gold.  Every policy, procedure, standard 
or checklist has an expiration date.  Organized review, revision, 
and revalidation make increasing commitment inevitable. 
At the start, doing this quarterly, even if the result is re-accepting 
exactly what we have, makes sure that the conversations about 
change from outside and from improvements within IT happen and 
happen thoroughly.  Over time, when commitment is already high, 
frequency of review can slow to every six months, or even to once per 
year.  Using policy and procedure review as a forum makes the 
translation of needs to commitments to actions a natural one. 

Harvesting IT Benefits: From Doorstop to Doorway to SOX 
Compliance 

Sarbanes-Oxley and IT Policies & Procedures are here to stay.  
A focused approach to this challenge yields benefits both from a SOX 
perspective and a business management perspective: 
SOX perspective: 
o IT has a documented set of controls that the IT management team 

can discuss with external reviewers and company management, 
addressing current and planned control capabilities. 

o IT SOX audits hold no unpleasant surprises like inconsistent 
methods, varied understanding, or employee confusion on control 
priorities. 

o IT management has a consistent and documented method of 
verifying control communication effectiveness. 

Business management perspective: 
o The IT organization has well reasoned, clear and communicated 

way of running its business. 

o IT has a controlled method of defining and implementing changes 
in its business processes and controls, whether arising from a new 
capability or a new requirement - from the business or externally. 
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With the right approach, IT leaders can take advantage of a 
mandated requirement to drive lasting benefit and lasting growth 
for their IT organizations. 
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For More Information 
For more information on this or any other Management Agility content, go to 
www.managementagility.com.  We’re committed to your success. 

 


